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In Brief

This document describes a reference architecture and harware 
requirements for a proof of concept deployment on-premises 
that simulate a managed datacenter. This setup is designed to 
showcase most of MetalSoft’s capabilities including diskless 
operation and switch provisioning. 

This guide assumes a hosted controller deployment where 
MetalSoft hosts the controller and the assets repository. This 
speeds up the PoC deployment and allows the user to sync only the 
assets that are needed for the test and not the entire repository. 

If needed, the controller can be installed on the same hardware as 
the datacenter agents. 
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Hardware

This reference architecture uses the following hardware:

1. 5 x ‘client’ servers: 
 - 8 cores, 16GB RAM  
 - 4 x 1GbE  or 10GbpE ports  
 - dedicated Out-of-Band (OOB) management port  
 - 1  x 1TB HDD. 

2. 1 x control plane server (will hold the DC Agents and a router 
VM) 
 - 8 cores, 16GB RAM  
 - 4 x 1GbE  or 10GbpE ports  
 - dedicated Out-of-Band (OOB) management port  
 - 1 x 1TB HDD. 

3. 1 x storage server  
 - 8 cores, 16GB RAM  
 - 4 x 1GbE  or 10GbpE ports  
 - dedicated Out-of-Band (OOB) management port  
 - 4 x 1TB HDD.  

4. 1 x Top-of-Rack (ToR) switch
5. 1 x Out-of-Band (OOB) switch
6. 1 x Terminal (Console) server (Example: Avocent)

Note: It is possible to build a reference architecture without a 
Terminal server but it’s presence is recommended for remote 
troubleshooting.
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Cabling

In this setup each server is connected with 4 ports to the ToR 
switch and an extra dedicated BMC port to the OOB network. 
MetalSoft doesn’t need an extra provisioning network and thus 
doesn’t need shared BMC ports.  Provisioning is done using the In-
band network by reconfiguring the switch during the setup. In fact, 
our recommendation is also NOT to use the shared port for security 
reasons. 
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Other requirements

If the MetalSoft team will be performing the deployment, the team 
will require:

1. VPN access to the environment 
2. credentials for the OOB interfaces of all servers.
3. WAN IPv4 and IPv6 IP subnets.  These subnets will be used 

by end-users to reach `client` servers from outside the PoC 
environment.  These ranges should also be NATed to allow end-
users to install packages. 
Example: 10.255.226.0/24 and 
fd1f:8bbb:56b3:2000:0000:0000:0000:0000/53
4. The router VM also needs an IP behind a NAT. The uplink of 
the entire managed datacenter will be through this router and will 
originate with this IP.
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Let’s talk!
To find out more about our solution drop us a line at
inquiries@metalsoft.io
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